@ SOCIAL LINKS

OSINT INVESTIGATION
APPROACHE

FOCUS: CYBERCRIME

Case: Deanonymizing Cryptocurrency Frauds

Recommended OSINT approach with SL Crimewall & SL Professional:

STEP 1

Input IPv4/IPv6 address, username, email, cryptocurrency address, or malware hash.

STEP 2 | Find all the basic details and properties of the connected IP addresses.

STEP 3 | Run cross-platform searches based on the username and email to filter out relevant entities.

STEP 4 | Create a transactional graph based on the inputted cryptocurrency address.
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+ Build a graph of social connections based
on darknet forums, posts, threads, etc.

» NER: Analyze text by keyword or phrase

« Detect text sentiment (general or specific)
» Get text summary

» Get text topics

+ Translate text into English

FOCUS: TERRORISM
AND RADICALISM

Case: Identifying the Structure of Potential

Extremist Groups on Social Media

+ Evaluate profile authenticity
+ Cluster accounts by connection strength

+ Conduct cross-platform searches based

on username, picture, etc.

+ Look up subject in data leaks

+ Get profile details (username, picture, ID, locations, etc.)
+ Get friends, followers/followees, etc.

+ Get user posts and interactants

» Get user groups

 Check account authenticity

+ Find social media profiles by email

* Look up subject in leaks, paste sites, and search engines

« Get IP address to netblock, ASN, and/or location
 Find domain via Censys, WholsXML, SL ISE
 Find served torrents

« Get open ports and banners

* Run reverse IP/DNS searches

« Get historical WholS data

o SL TG Pack:

Get previous pictures and usernames;
get user groups, posts, and tel. number from TG ID.

» WhatsApp:

Get profile properties, and search
from image, username, etc.

Merge, compare, and cross-check data
points across the full spectrum of sources

+ Find tweets by phrase

» Conduct advanced searches

» Use Maltego Time Machines

« Construct transform strings with Script Builder

« Track subject activity with the monitoring feature

+ Get profile properties (username, picture, screen

name, ID) for follow-up searches

+ Get profile details (descriptions, geolocations, Alma

Mater etc.)

+ Get connections such as friends, followers,

and followees

» Detect sentiment (general evaluation)
* Detect object sentiment

+ Detect toxic/offensive language

* Detect hate speech

» Get text summary

Recommended OSINT approach with SL Crimewall & SL Professional:

STEP 1

STEP 2 | Apply NLP/NER to assess published texts in social media.

STEP 3 | Use the full spectrum of input identifiers to enrich the datasets.

Input name of POI, group name, username, email address, image, or text.

STEP 4 | Conduct cross-searching then further filtering and develop the most relevant leads.
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FOCUS: ILLEGAL TRADE

Case: Identifying Sellers of lllegal Substances on a Darknet Marketplace

Recommended OSINT approach with SL Crimewall & SL Professional:

STEP 1 | Input username and run full-spectrum cross-platform search, and filter down to the most obvious true positives.

STEP 2 | Extract general details from the profiles and merge the matches.

STEP 3 | Run searches with SL ISE, and enrich data if possible.

STEP 4 | Find and verify email address by searching around similar aliases, as well as location and phone number.
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+ Find social media accounts by connected email,

/

including LinkedIn, FourSquare, Flickr, Gravatar,
GitHub, etc.

» Prove an account is connected to an email

* Look up email in data leaks, paste sites,
search engines

* Run cross-platform searches from handle

« Sanctions Explorer: Search by name, company,
flight, etc.

» OCCRP Aleph: Search in documents

« IClJ OffshorelLeaks: Search by name,
company, country, address, etc.
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+ Cluster social media accounts by
content interaction (full spectrum of
sources)

» Merge, compare, and cross-check data
points (full spectrum of sources)

/

« Facial Recognition: Search social media

profiles, groups, and pages

» Use object detection (cars, guns, etc.)

* Run reverse image search

(Yandex/Google Lens)

* Get EXIF data

+ BitQuery: Get address details, related transactions,

sources, and destinations

* BitcoinAbuse: Look up in known reports
* [Darknet] Search products by phrase

« Search by username, phrase, PGP open key,

BTC address, etc.

+ Build a social graph based on darknet forums, posts,

threads, etc.

« Search cybercrime forums and past sites
» Get product images and shipment details to/from locations
+ Get email address from PGP open key

 Search by name or company through: OpenCorporates,

UK CompaniesHouse, ICIJ OffshoreLeaks, OCCRP Aleph,
and SanctionsExplorer

« Get user posting activity and content of previous

interactions

 Get likers, commenters and reposts
» Get user groups
+ Get content-based graph of social connections for

further analysis

» Run SL ISE searches
» Run PIPL Searches

* Run reverse image searches

(Yandex/Google Lens)

* Facial Recognition: Search social media profiles,

groups, and pages

+ Get geolocations from social media profiles
+ Get geolocations of relevant establishments via Google ID
* Run Named Entity Recognition on texts

» Run GedMatch search from email
+ Use GedMatch Kit: Get entities
» Use GedCom: Get entities

FOCUS: PHYSICAL CRIME

Case: Identifying People in a Given Video/Image

Recommended OSINT approach with SL Crimewall & SL Professional:

STEP 1

Input image/video, or find one via a physical address or name, and establish a location based on the image.

STEP 2 | Find the most relevant social media content by using the geotag of the location in question.

STEP 3 | Extract the authoring and interactive users.

STEP 4 | Run the output from known case-related names against the resulting dataset.

Want to speed up and increase the success rate of your
investigations? Take a guided Social Links tour to see all
the opportunities our OSINT tools have to offer.

Just follow the link or scan the QR code



https://sociallinks.io/request-form?utm_source=email&utm_medium=materials&utm_campaign=lea_infographics
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